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ICT Curriculum 
Grades K to 2 

K-2.CS.1 Select and operate computing devices that perform a variety of tasks accurately and 

quickly based on user needs and preferences. 

People use computing devices to perform a variety of tasks accurately and quickly. Computing 

devices interpret and follow the given instructions literally. Students select and operate an 

appropriate computing device and corresponding program or app for a given task. 

Students could choose to use a computing device with audio recording capabilities to recount 

stories or poems. Students could clarify thoughts, ideas, or feelings via their preference of either 

using a device with digital drawing tools, or by creating paper and pencil drawing based on their 

needs and preferences. (CA CCSS for ELA/Literacy SL.K.5, SL.1.5, SL.2.5) 

K-2.CS.2 Explain the functions of common hardware and software components of computing 

systems. 

A computing system is composed of hardware and software. Hardware includes the physical 

components of a computer system. Software provides instructions for the system. These 

instructions are represented in a form that a computer can understand and are designed for 

specific purposes. Students identify and describe the function of hardware, such as desktop 

computers, laptop computers, tablet devices, monitors, keyboards, mice, trackpads, 

microphones, and printers. Students also identify and describe common software applications 

such as web browsers, games, and word processors. 

K-2.CS.3 Describe basic hardware and software problems using accurate terminology. 

Problems with computing systems have different causes. Accurate description of the problem 

aids users in finding solutions. Students communicate a problem with accurate terminology (e.g., 

when an app or program is not working as expected, a device will not turn on, the sound does not 

work, etc.). Students at this level do not need to understand the causes of hardware and software 

problems. 

K-2.NI.4 Model and describe how people connect to other people, places, information and ideas 

through a network. 

Information is passed between multiple points (nodes) on a network. The Internet is a network 

that enables people to connect with other people worldwide through many different points of 

connection. Students model ways that people communicate, find information, or acquire ideas 

through a network. Students use a network, such as the internet, to access information from 

multiple locations or devices. 

K-2.NI.5 Explain why people use passwords. 

Passwords protect information from unwanted use by others. When creating passwords, people 

often use patterns of familiar numbers and text to more easily remember their passwords. 
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However, this may make the passwords weaker. Knowledge about the importance of passwords 

is an essential first step in learning about cybersecurity. Students explain that strong passwords 

are needed to protect devices and information from unwanted use. 

K-2.NI.6 Create patterns to communicate a message. 

Connecting devices to a network or the Internet provides great benefit, but care must be taken to 

protect devices and information from unauthorized access. Messages can be protected by using 

secret languages or codes. Patterns help to ensure that the intended recipient can decode the 

message. Students create a pattern that can be decoded and translated into a message. 

K-2.DA.7 Store, copy, search, retrieve, modify, and delete information using a computing device, 

and define the information stored as data. 

Information from the real world can be stored and processed by a computing device. When stored 

on a computing device, it is referred to as data. Data can include images, text documents, audio 

files, and video files. Students store, copy, search, retrieve, modify, and delete information using 

a computing device and define the information stored as data. 

K-2.DA.8 Collect and present data in various visual formats. 

Data can be collected and presented in various visual formats. 

K-2.DA.9 Identify and describe patterns in data visualizations, such as charts or graphs, to make 

predictions. 

Data can be used to make inferences or predictions about the world. 

K-2.AP.10 Model daily processes by creating and following algorithms to complete tasks. 

Algorithms are sequences of instructions that describe how to complete a specific task. Students 

create algorithms that reflect simple life tasks inside and outside of the classroom. 

K-2.AP.11 Model the way programs store data. 

Information in the real world can be represented in computer programs. Students model the digital 

storage of data by transforming real-world information into symbolic representations that include 

text, numbers, and images. 

K-2.AP.12 Create programs with sequences of commands and simple loops, to express ideas or 

address a problem. 

People create programs by composing sequences of commands that specify the precise order in 

which instructions should be executed. Loops enable programs to repeat a sequence of 

commands multiple times. 

K-2.AP.13 Decompose the steps needed to solve a problem into a sequence of instructions. 

Decomposition is the act of breaking down tasks into simpler tasks. 
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K-2.AP.14 Develop plans that describe a program’s sequence of events, goals, and expected 

outcomes. 

Creating a plan for what a program will do clarifies the steps that will be needed to create the 

program and can be used to check if a program runs as expected. Students create a planning 

document to illustrate their program's sequence of events, goals, and expected outcomes of what 

their program will do. Planning documents could include a story map, a storyboard, or a sequential 

graphic organizer, to illustrate their program's sequence of events, goals, and expected outcomes 

of what their program will do. Students at this level may complete the planning process with help 

from the teacher. 

K-2.AP.15 Give attribution when using the ideas and creations of others while developing 

programs. 

Computing makes it easy to reuse and remix others' creations, and this comes with a level of 

responsibility. Students credit artifacts that were created by others, such as pictures, music, and 

code. Credit could be given orally if presenting their work to the class, or in writing if sharing work 

on a class blog or website. Proper attribution at this stage does not require formal citation, such 

as in a bibliography or works cited document. 

K-2.AP.16 Debug errors in an algorithm or program that includes sequences and simple loops. 

Algorithms or programs may not always work correctly. Students use various strategies, such as 

changing the sequence of the steps, following the algorithm in a step-by-step manner, or trial and 

error to fix problems in algorithms and programs. 

K-2.AP.17 Describe the steps taken and choices made during the iterative process of program 

development. 

Program developers make choices and iterate to continually refine their product. At this stage, 

students explain or write about the goals and expected outcomes of the programs they create 

and the choices that they made when creating programs. Students could use coding journals, 

discussions with a teacher, class presentations, or blogs. 

K-2.IC.18 Compare how people lived and worked before and after the adoption of new computing 

technologies. 

Computing technologies have changed the way people live and work. Students describe the 

positive and negative impacts of these changes. 

K-2.IC.19 Describe approaches and rationales for keeping login information private, and for 

logging off of devices appropriately. 

Electronic communication facilitates positive interactions, such as sharing ideas with many 

people, but the public and anonymous nature of electronic communication also allows intimidating 

and inappropriate behavior in the form of cyberbullying. Responsible electronic communication 
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includes limiting access to personably identifiable information. Students learn and use appropriate 

behavior when communicating electronically (often called "netiquette"). 

K-2.IC.20 Describe approaches and rationales for keeping login information private, and for 

logging off of devices appropriately. 

People use computing technology in ways that can help or hurt themselves and/or others. Harmful 

behaviors, such as sharing passwords or other private information and leaving public devices 

logged in should be recognized and avoided. Students keep login information private, log off of 

devices appropriately, and discuss the importance of these practices. 

Grades 3 to 5 

3-5.CS.1 Describe how computing devices connect to other components to form a system. 

Computing devices often depend on other devices or components. Students describe physical 

and wireless connections to other components, including both input devices (e.g., keyboards, 

sensors, remote controls, microphones) and output devices (e.g., 3D printers, monitors, 

speakers). 

3-5.CS.2 Demonstrate how computer hardware and software work together as a system to 

accomplish tasks. 

Hardware and software are both needed to accomplish tasks with a computing device. Students 

create a model to illustrate ways in which hardware and software work as a system. Students 

could draw a model on paper or in a drawing program, program an animation to demonstrate it, 

or demonstrate it by acting this out in some way. At this level, a model should only include the 

basic elements of a computer system, such as input, output, processor, sensors, and storage. 

3-5.CS.3 Determine potential solutions to solve simple hardware and software problems using 

common troubleshooting strategies. 

Although computing systems vary, common troubleshooting strategies can be used across many 

different systems. Students use troubleshooting strategies to identify problems that could include 

a device not responding, lacking power, lacking a network connection, an app crashing, not 

playing sounds, or password entry not working. Students use and develop various solutions to 

address these problems. Solutions may include rebooting the device, checking for power, 

checking network availability, opening and closing an app, making sure speakers are turned on 

or headphones are plugged in, and making sure that the caps lock key is not on. 

3-5.NI.4 Model how information is broken down into smaller pieces, transmitted as packets 

through multiple devices over networks and the Internet, and reassembled at the destination. 

Information is sent and received over physical or wireless paths. It is broken down into smaller 

pieces called packets, which are sent independently and reassembled at the destination. Students 

demonstrate their understanding of this flow of information by, for instance, drawing a model of 
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the way packets are transmitted, programming an animation to show how packets are transmitted, 

or demonstrating this through an unplugged activity in which they physically act this out. 

3-5.NI.5 Describe physical and digital security measures for protecting personal information. 

Personal information can be protected physically and digitally. Cybersecurity is the protection 

from unauthorized use of electronic data, or the measures taken to achieve this. Students identify 

what personal information is and the reasons for protecting it. Students describe physical and 

digital approaches for protecting personal information such as using strong passwords and 

biometric scanners. 

3-5.NI.6 Create patterns to protect information from unauthorized access. 

Encryption is the process of converting information or data into a code, especially to prevent 

unauthorized access. At this level, students use patterns as a code for encryption, to protect 

information. Patterns should be decodable to the party for whom the message is intended, but 

difficult or impossible for those with unauthorized access. 

3-5.DA.7 Explain that the amount of space required to store data differs based on the type of data 

and/or level of detail. 

All saved data requires space to store it, whether locally or not (e.g., on the cloud). Music, images, 

video, and text require different amounts of storage. Video will often require more storage and 

different format than music or images alone because video combines both. The level of detail 

represented by that data also affects storage requirements. For instance, two pictures of the same 

object can require different amounts of storage based upon their resolution, and a high-resolution 

photo could require more storage than a low-resolution video. Students select appropriate storage 

for their data. 

3-5.DA.8 Organize and present collected data visually to highlight relationships and support a 

claim. 

Raw data has little meaning on its own. Data is often sorted or grouped to provide additional 

clarity. Organizing data can make interpreting and communicating it to others easier. Data points 

can be clustered by a number of commonalities. The same data could be manipulated in different 

ways to emphasize particular aspects or parts of the data set. 

3-5.DA.9 Use data to highlight and/or propose relationships, predict outcomes, or communicate 

ideas. 

The accuracy of data analysis is related to how the data is represented. Inferences or predictions 

based on data are less likely to be accurate if the data is insufficient, incomplete, or inaccurate or 

if the data is incorrect in some way. Additionally, people select aspects and subsets of data to be 

transformed, organized, and categorized. Students should be able to refer to data when 

communicating an idea, in order to highlight and/or propose relationships, predict outcomes, 

highlight different views and/or communicate insights and ideas. 
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3-5.AP.10 Compare and refine multiple algorithms for the same task and determine which is the 

most appropriate. 

Different algorithms can achieve the same result, though sometimes one algorithm might be more 

appropriate for a specific solution. Students examine different ways to solve the same task and 

decide which would be the better solution for the specific scenario. 

Grades 6 to 8 

6-8.CS.1 Design modifications to computing devices in order to improve the ways users interact 

with the devices. 

Computing devices can extend the abilities of humans, but design considerations are critical to 

make these devices useful. Students suggest modifications to the design of computing devices 

and describe how these modifications would improve usability. 

6-8.CS.2 Design a project that combines hardware and software components to collect and 

exchange data. 

Collecting and exchanging data involves input, output, storage, and processing. When possible, 

students select the components for their project designs by considering tradeoffs between factors 

such as functionality, cost, size, speed, accessibility, and aesthetics. Students do not need to 

implement their project design in order to meet this standard. 

6-8.CS.3 Systematically apply troubleshooting strategies to identify and resolve hardware and 

software problems in computing systems. 

When problems occur within computing systems, it is important to take a structured, step-by-step 

approach to effectively solve the problem and ensure that potential solutions are not overlooked. 

Examples of troubleshooting strategies include following a troubleshooting flow diagram, making 

changes to software to see if hardware will work, checking connections and settings, and 

swapping in working components. Since a computing device may interact with interconnected 

devices within a system, problems may not be due to the specific computing device itself but to 

devices connected to it. 

6-8.NI.4 Model the role of protocols in transmitting data across networks and the Internet. 

Protocols are rules that define how messages between computers are sent. They determine how 

quickly and securely information is transmitted across networks, as well as how to handle errors 

in transmission. Students model how data is sent using protocols to choose the fastest path and 

to deal with missing information. Knowledge of the details of how specific protocols work is not 

expected. The priority at this grade level is understanding the purpose of protocols and how they 

enable efficient and errorless communication. 

6-8.NI.5 Explain potential security threats and security measures to mitigate threats. 

Cybersecurity is an important field of study and it is valuable for students to understand the need 

for protecting sensitive data. Students identify multiple methods for protecting data and articulate 
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the value and appropriateness for each method. Students are not expected to implement or 

explain the implementation of such technologies. 

6-8.NI.6 Apply multiple methods of information protection to model the secure transmission of 

information. 

Digital information is protected using a variety of cryptographic techniques. Cryptography is 

essential to many models of cybersecurity. At its core, cryptography has a mathematical 

foundation. Cryptographic encryption can be as simple as letter substitution or as complicated as 

modern methods used to secure networks and the Internet. Students encode and decode 

messages using encryption methods, and explore different levels of complexity used to hide or 

secure information. 

6-8.DA.7 Represent data in multiple ways. 

Computers store data as sequences of 0s and 1s (bits). Software translates to and from this low-

level representation to higher levels that are understandable by people. Furthermore, higher level 

data can be represented in multiple ways, such as the digital display of a color and its 

corresponding numeric RGB value, or a bar graph, a pie chart, and table representation of the 

same data in a spreadsheet. 

6-8.DA.8 Collect data using computational tools and transform the data to make it more useful. 

Data collection has become easier and more ubiquitous. The cleaning of data is an important 

transformation for ensuring consistent format, reducing noise and errors (e.g., removing irrelevant 

responses in a survey), and/or making it easier for computers to process. Students build on their 

ability to organize and present data visually to support a claim, understanding when and how to 

transform data so information can be more easily extracted. Students also transform data to 

highlight or expose relationships. 

6-8.DA.9 Test and analyze the effects of changing variables while using computational models. 

Variables within a computational model may be changed, in order to alter a computer simulation 

or to more accurately represent how various data is related. Students interact with a given model, 

make changes to identified model variables, and observe and reflect upon the results. 

6-8.AP.10 Use flowcharts and/or pseudocode to design and illustrate algorithms that solve 

complex problems. 

Complex problems are problems that would be difficult for students to solve without breaking them 

down into multiple steps. Flowcharts and pseudocode are used to design and illustrate the 

breakdown of steps in an algorithm. Students design and illustrate algorithms using pseudocode 

and/or flowcharts that organize and sequence the breakdown of steps for solving complex 

problems. 
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Grade 9 to 12 

9-12.CS.1 Describe ways in which abstractions hide the underlying implementation details of 

computing systems to simplify user experiences. 

An abstraction is a representation of an idea or phenomenon that hides details irrelevant to the 

question at hand. Computing systems, both stand alone and embedded in products, are often 

integrated with other systems to simplify user experiences. 

9-12.CS.2 Compare levels of abstraction and interactions between application software, system 

software, and hardware. 

At its most basic level, a computer is composed of physical hardware on which software runs. 

Multiple layers of software are built upon various layers of hardware. Layers manage interactions 

and complexity in the computing system. System software manages a computing device's 

resources so that software can interact with hardware. Application software communicates with 

the user and the system software to accomplish its purpose. Students compare and describe how 

application software, system software, and hardware interact. 

9-12.CS.3 Develop guidelines that convey systematic troubleshooting strategies that others can 

use to identify and fix errors. 

Troubleshooting complex problems involves the use of multiple sources when researching, 

evaluating, and implementing potential solutions. Troubleshooting also relies on experience, such 

as when people recognize that a problem is similar to one they have seen before and adapt 

solutions that have worked in the past. 

9-12.NI.4 Describe issues that impact network functionality. 

Many different organizations, including educational, governmental, private businesses, and 

private households rely on networks to function adequately in order to engage in online commerce 

and activity. Quality of Service (QoS) refers to the capability of a network to provide better service 

to selected network traffic over various technologies from the perspective of the consumer. 

Students define and discuss performance measures that impact network functionality, such as 

latency, bandwidth, throughput, jitter, and error rate. 

9-12.NI.5 Describe the design characteristics of the Internet. 

The Internet connects devices and networks all over the world. Large-scale coordination occurs 

among many different machines across multiple paths every time a web page is opened or an 

image is viewed online. Through the domain name system (DNS), devices on the Internet can 

look up Internet Protocol (IP) addresses, allowing end-to-end communication between devices. 

The design decisions that direct the coordination among systems composing the Internet also 

allow for scalability and reliability. Students factor historical, cultural, and economic decisions in 

their explanations of the Internet. 

 



 
 

ICT | Curriculum 9  

 

9-12.NI.6 Compare and contrast security measures to address various security threats. 

Network security depends on a combination of hardware, software, and practices that control 

access to data and systems. The needs of users and the sensitivity of data determine the level of 

security implemented. Potential security problems, such as denial-of-service attacks, 

ransomware, viruses, worms, spyware, and phishing, present threats to sensitive data. Students 

compare and contrast different types of security measures based on factors such as efficiency, 

feasibility, ethical impacts, usability, and security. At this level, students are not expected to 

develop or implement the security measures that they discuss. 

9-12.NI.7 Compare and contrast cryptographic techniques to model the secure transmission of 

information. 

Cryptography is a technique for transforming information on a computer in such a way that it 

becomes unreadable by anyone except authorized parties. Cryptography is useful for supporting 

secure communication of data across networks. Examples of cryptographic methods include 

hashing, symmetric encryption/decryption (private key), and asymmetric encryption/decryption 

(public key/private key). Students use software to encode and decode messages using 

cryptographic methods. Students compare the costs and benefits of using various cryptographic 

methods. At this level, students are not expected to perform the mathematical calculations 

associated with encryption and decryption. 

9-12.DA.8 Translate between different representations of data abstractions of real-world 

phenomena, such as characters, numbers, and images. 

Computers represent complex real-world concepts such as characters, numbers, and images 

through various abstractions. Students translate between these different levels of data 

representations. 

9-12.DA.9 Describe tradeoffs associated with how data elements are organized and stored. 

People make choices about how data elements are organized and where data is stored. These 

choices affect cost, speed, reliability, accessibility, privacy, and integrity. Students describe 

implications for a given data organization or storage choice in light of a specific problem. students 

might compare the tradeoffs between file size and image quality of various image file formats and 

how choice of format may be influenced by the device on which it is to be accessed (e.g., 

smartphone, computer). 

9-12.DA.10 Create data visualizations to help others better understand real-world phenomena. 

People transform, generalize, simplify, and present large data sets in different ways to influence 

how other people interpret and understand the underlying information. Students select relevant 

data from large or complex data sets in support of a claim or to communicate the information in a 

more sophisticated manner. Students use software tools or programming to perform a range of 

mathematical operations to transform and analyze data and create powerful data visualizations 

(that reveal patterns in the data). 


